
Prepared 14 Jan 2025 11:28 UTC

Red Hat Insights

Compliance: CIS Red Hat Enterprise Lin-

ux 8 Benchmark for Level 1 - Server

Report prepared 14 Jan 2025 11:28 UTC

Policy Details

Policy type CIS Red Hat Enterprise Lin-

ux 8 Benchmark for Level 1 - 

Server

Operating system RHEL 8

Compliance threshold 100%

Business Objective --

0%
Compliant

0 systems compliant

1 systems non-compliant

Systems

1
Non-compliant systems

0
Compliant systems

Non-compliant systems

System name OS Failed rules Compliance score

rblanco-compliance-rhi-

neng-14348

RHEL 8.10 102 74%

Rules

Top failed rules

Rule name ID Severity Failed systems

Disable SSH Access via 

Empty Passwords

CCE-80896-4 High 1

Configure System Cryp-

tography Policy

CCE-80935-0 High 1

Prevent Login to Accounts 

With Empty Password

CCE-80841-0 High 1

Set Boot Loader Password in 

grub2

CCE-80828-7 High 1

Configure AIDE to Verify the 

Audit Tools

CCE-85964-5 Medium 1

CCE-87272-1 Medium 1



Configure Firewalld to Re-

strict Loopback Traffic

Add nosuid Option to 

/dev/shm

CCE-80839-4 Medium 1

Configure Periodic Execution 

of AIDE

CCE-80676-0 Medium 1

Configure Accepting Router 

Advertisements on All IPv6 

Interfaces

CCE-81006-9 Medium 1

Configure Kernel Parameter 

for Accepting Secure Redi-

rects By Default

CCE-81017-6 Medium 1
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