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Red Hat Insights
Executive report: Advisor

This report is an executive summary of recommendations that may impact your Red Hat Enterprise
Linux servers. Red Hat Advisor service is analyzing 14,388 RHEL systems and has identified 5,446
Risks that impact 1 or more of these systems.

Identified recommendations by severity

Severity Number of recommendations

Critical 11 (0% of total) B C | 0%
ritical: 0%

Important 1862 (34% of total) B Important: 34%

Moderate 4821(89% of total) B Moderate: 89%

Low 3006 (55% of total) Low: 55%

Recently identified recommendations by category

Category Number of recommendations

Availability 4759 (87% of total) B Availabilitv: 87%
vallapility: o

Performance 3727 (68% of total) Performance: 68%

Security 802 (15% of total) B Security: 15%

Stability 1346 (25% of total) W Stability: 25%
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Top 3 recommendationsin your infrastructure

Systems exposed Total risk Kernel panic occurs due to a bug in the mitigation part of

-” KVM for LI1TF bug fix Kernel panic occurs when the

mitigation control for KVM is read or KVM guest is
started on a system with L1TF mitigation without EPT

support.
Systems exposed Total risk SAP instances failure occur when the values for some
71 9 A Important resource limits are below the SAP recommended values

SAP applications require certain file handler or process
resource in order to keep the application running
properly. When resource limits do not meet SAP
requirements, the SAP application will fail to run or its
performance will degrade.

Systems exposed Total risk Decreased security: Unsupported RHEL release This
714 A Important system is not able to get latest package via subscription
tool.
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